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SERVICE BRIEF

Everyday organizations are faced with an ever-evolving threat landscape, advanced 
threats, and persistent adversaries that threaten intellectual property and confidential 
information. To properly combat these threats, organizations are faced with developing 
and implementing a robust cybersecurity strategy that requires time, money and 
expertise. Organizations of all sizes are challenged daily, and struggle to successfully build 
and staff a successful security operations program.

Cybereason MDR (Managed Detection and Response) offers a fully managed endpoint 
security solution that delivers around-the-clock protection to ensure that your network 
is protected from the most advanced threats. The MDR Complete package includes 
features and capabilities designed specifically to hunt, detect, triage and remediate 
threats before a breach can occur. 

Cybereason  
MDR Complete

MALOP SEVERITY SCORE + 
EXTENDED RESPONSE (XR)
Cybereason MDR automatically 
assigns every malicious operation 
a Malop Severity Score that 
enables security teams to gain 
further insight into an attack and 
remediate threats faster with XR. 
Cybereason’s XR technology will:

Detect a threat < 1 Minute

Triage a threat < 5 Minutes

Remediate a threat < 30 Minutes

*Available as an add-on capability 
to the MDR Essentials Package

CYBEREASON MDR DELIVERS REAL VALUE, INSTANTLY

24x7 Security Coverage 
Cybereason has security operations 
centers (SOCs) and threat hunters located 
around the globe, ensuring that your 
network is monitored and secured every 
minute of every day. 

Eliminate Alert Fatigue 
The Cybereason Defense Platform detects 
and triages every alert, aggregating the 
data and creating a MalOp.  The MalOps are 
aligned to the MITRE ATT&CK Framework 
providing visibility and context then 
assigned a severity score.

Optimize Security Operations 
With automated triage, prioritization and 
remediation tools, Cybereason MDR gives 
organizations valuable time back in the day, 
helping them streamline their security 
operations and save time and money.
 Immediate ROI. 

Cybereason MDR Complete delivers 
instant impact and value by reducing costs 
associated with security training, additional 
staffing, network maintenance and breach 
management.

http://www.Cybereason.com
https://www.facebook.com/Cybereason/
https://www.linkedin.com/company/cybereason
https://twitter.com/cybereason
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CYBEREASON MDR ESSENTIALS

MDR COMPLETE
24/7 Monitoring  Predictive Threat Intelligence  

Proactive Tuning Extended Response (XR)  

Environment Tuning NGAV Detection Analysis  

Guided Remediation Premium Onboarding  

Managed Remediation MDR App for iOS and Android  

24/7 Communication
Reporting

Monthly MalOp Report
Hunting Report

Threat Intelligence 
ReportProactive Hunting

THE CYBEREASON MDR APP

Snapshot of MDR UI/Dashboards

 Visibility into MalOps & MITRE ATT&CK 
alignment

Isolate infected machines

 24x7 communication with our GSOC

Download reports & content

ABOUT CYBEREASON SERVICES

Cybereason is the champion for today’s 
cyber defenders with future-ready 
attack protection that extends from 
the endpoint, to the enterprise, to 
everywhere. The Cybereason Defense 
Platform combines the industry’s top-
rated detection and response (EDR 
and XDR), next-gen anti-virus (NGAV) 
and proactive threat hunting to deliver 
context-rich analysis of every element of 
a malicious operation (Malop). The result: 
defenders can end cyber attacks from 
endpoints to everywhere.

LEARN MORE
www.cybereason.com/services/mdr

INQUIRIES
1.855.695.8200

Proactive Threat Hunting 
Proactively hunt for hidden 
adversaries using Cybereason 
technology, analytical expertise, 
and intelligence. Our team will apply 
200+ hunting IOB techniques daily to 
uncover outlier anomalous activity, 
continually assess your data, and 
ensure you do not miss a threat.

Malop Root Cause Triage 
Root cause triage is provided 
for every Malop. For any Malop 
scored as critical, an analyst will 
conduct a follow-on root cause 
analysis where, based upon their 
conclusions appropriate action will 
be taken. 
 
 

Guided and Active Response  
Cybereason Defenders will work 
directly with you and for you 24x7, 
to stop all threats. Cybereason MDR 
orchestrates response actions 
automatically or per request to 
isolate endpoints, block malicious 
persistent modules identified as 
root-cause, and prevent lateral 
movement.

Direct Access to Cybereason 
Defenders 
Cybereason Defenders are ready 
to help deliver support and answer 
questions at a moment's notice. 
 
 
 

Detailed Threat, Malop, and 
Intelligence Reports 
The Cybereason MDR team 
will keep you apprised of your 
security posture with monthly 
cadence threat reports, detailed 
high-severity Malop reports, and a 
quarterly threat intelligence report 
for ongoing intel on the worldwide 
threat landscape, new research, 
and attacker techniques.

Cybereason MDR Mobile App 
Available for iOS and Android 
devices, the Cybereason MDR app 
gives customers the power of a 
SOC at their fingertips.  Providing 
visibility and context into every 
MalOp, the ability to respond and 
isolate an infected machine, two-
way communication with our SOC, 
and the ability to download blogs 
and reports - the Cybereason 
MDR app helps customers secure 
their networks more efficiently 
than ever before.

KEY MDR COMPLETE FEATURES

http://www.Cybereason.com
https://www.facebook.com/Cybereason/
https://www.linkedin.com/company/cybereason
https://twitter.com/cybereason
https://www.youtube.com/channel/UCOm7AaB0HiNH4Phe66sK0Ew
http://www.cybereason.com/services/mdr
tel:18556958200

