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CASE STUDY

CYBEREASON ENTERPRISE   Combines advanced prevention and endpoint controls with 
rapid detection to leverage deep contextual correlations 
across all endpoints in real time.

CYBEREASON NGAV   Leverages 9 unique prevention layers enabling security 
practitioners to defend forward and proactively end attacks 
earlier in the kill chain, stop any form of ransomware, even 
those never before seen, and achieve nation-state level 
prevention without losing operational simplicity.

MDR COMPLETE   Delivers a fully managed security suite that detects, triages, and 
remediates threats faster than other solutions on the market.

Olist
BRAZIL’S ECOMMERCE MARKETPLACE INTEGRATOR

 LOCATION 
Brazil

 INDUSTRY 
eCommerce

 CYBEREASON SOLUTIONS 
Enterprise, NGAV, 
MDR Complete

Olist is one of the fastest-growing 
eCommerce platforms in the world. 
Last year, for example, it closed four 
acquisitions and tripled in size. Today, it is 
rapidly expanding beyond Brazil.

With more than 1100 employees and 
2,100 endpoints to defend, Olist struggled 
to gain visibility into the attack surface, 
suffered from alert overload, and needed 
more staff to investigate and respond to 
incidents promptly.

THE CHALLENGE

SOLUTION

http://www.Cybereason.com
https://www.facebook.com/Cybereason/
https://www.linkedin.com/company/cybereason
https://twitter.com/cybereason
https://www.youtube.com/channel/UCOm7AaB0HiNH4Phe66sK0Ew
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Cybereason Was The Smart Ransomware 
Protection Choice

Cybereason was the only security platform that 
met all of Olist’s security requirements, according to 
Samuel Riesz, Olist’s Director of Security. “One of the 
major requirements that we had was ransomware 
protection. None of the challengers were able to meet 
all of our requirements the way Cybereason was able 
to,” Riesz said.

To test Cybereason’s Predictive Ransomware 
Protection capabilities, Riesz had one of his security 
engineers develop a zero-day ransomware attack 
that was unknown to any security platform on 
the market. “Cybereason was able to protect the 
environment,” Riesz said. “While we were encrypting 
the data, Cybereason detected the behavior and 
killed the process. And the visibility after the incident 
is the best on the market. We were able to see every 
one of the files that were encrypted and to trace back 
to the first action of the malware. I didn’t see any other 
EDR on the market with those capabilities.”

Visibility & Prioritization

With more than 40,000 alerts per month, the Olist 
cybersecurity team was overwhelmed. There was no 
way to know for sure which alerts were real, which 
were false positives, and which needed immediate 
attention. 

“Jumping into the Cybereason platform and seeing 
all of the alerts correlated into one [Malicious 
Operation], our security analysts don’t need to tackle 
every event,” Riesz said. “Cybereason prioritizes the 
ones that really need our attention into a malicious 
operation.”

Riesz credits Cybereason for a “deeper 
understanding” of the attacker. “When we tested 
Cybereason against its competitors, we could attest 
that Cybereason is more intelligent in the way that it 
tackles issues and provides context into the malicious 
operation.”

The company is very happy 
and confident in having 
Cybereason as a partner.

SAMUEL RIESZ
OLIST,  DIRECTOR OF SECURITY

Anxiety Removed, Security Improved

Olist has already leveraged Cybereason Managed 
Detection and Response (MDR) services and, quoting 
Riesz "the company is very happy and confident in 
having the Cybereason as a partner".

The combination of the Cybereason Defense 
Platform and Cybereason MDR services turned 
the increases in visibility and prioritization into 
quantifiable security performance improvements. 
According to Riesz, before Cybereason it took his 
analysts more than 24 hours to investigate and 
remediate an incident. With Cybereason MDR, 
the Olist security team can triage and remediate 
incidents in less than 30 minutes.

“Once I closed this partnership with Cybereason, I 
could go to bed and sleep fine because Cybereason 
was protecting and monitoring our environment.”

http://www.Cybereason.com
https://www.facebook.com/Cybereason/
https://www.linkedin.com/company/cybereason
https://twitter.com/cybereason
https://www.youtube.com/channel/UCOm7AaB0HiNH4Phe66sK0Ew

