
 

Valak: Indicators of Compromise 

May 28th, 2020 

Indicators of Compromise 
 
Valak C2 
wonderfish-recipe2[.]com 
katedesktop64[.]com 
leasurefilletmarrow[.]com 
ireiureoi0dwoi[.]com 
sunhutburgerzzz[.]com 
medpizzalavalouest[.]com 
shengbo769[.]com 
mister-al[.]com 
sweetmatchup[.]com 
seokudos[.]com 
cryptoco[.]info 
lcyaolu[.]com 
elkarmacompound[.]com 
ihatestarbucks[.]com 
msstolemybrain[.]com 
imebooksgiveaway[.]com 
freesubmissiondirectoryy[.]com 
wishnwish[.]com 
5continentsproperty[.]com 
travelconfidently[.]com 
bao-universe[.]com 
rylandi2002[.]com 
shiriez48[.]com 
snowcraymar[.]com 
leekscheeks777[.]com 
fellowstock-puree[.]com 
Hotjotchi[.]com 
snipscell-ss[.]com 
Cab2cablink-space[.]com 
lettucecharity2012[.]com 
starzoooon777[.]com 
kingprawbun28[.]com 
clownmice123[.]com 
squidhala[.]com 
canesalt2tanzania[.]com 
dieuwoqpq[.]com 
reflora-refraction[.]com 
housefull2006[.]com 



 

atm506[.]com 
testfeb22[.]com 
apartamentossupermolina[.]com 
fine-food-at-home[.]com 
bf8a8987e[.]com 
a5c6a0cc95db01a9[.]com 
d-xelshop[.]com 
cuisine-enligne[.]com 
cuetheconnect[.]com 
ef0aba3698[.]com 
a2c491023580[.]com 
cot3d[.]com 
zhankai168[.]com 
360yunkang[.]com 
bcp7mbg[.]com 
ke3rrzx[.]com 
 
Domains store the malicious DLL 
sktrutx[.]com 
v0rzpbu[.]com 
ws3lfkm[.]com 
qut6oga5219bf00e[.]com 
siicg8lgadurupkt[.]com 
bbfjjf8[.]com 
bp4prsdxo3vfexul[.]com 
ze2abug5d9vcrufg[.]com 
f04qvvbwwhmxc09y[.]com 
xzng9zrcihtm9jfs[.]com 
w30haeuku93xhw0e[.]com 
k0ejxa1mfw2634fy[.]com 
a8xui1akl9gjqucfa[.]com 
c88gpm21qoal18bmk[.]com 
h6e2at7du07f7a2ip[.]com 
m8pwsczg0bbzw48j7[.]com 
nrhlxbt9covscex9b[.]com 
se66ndx04fofu3sqv[.]com 
 
Documents used for the infection 
a9b13276bfebcada2a0a348eb76f1a8313215150fa800c32e7ac83dbd246a31a 
7aca583d636a1b619ac920b425f24d75921dd1bbec75d798ddb86a8a34012fa4 
69ffcf0c7d1241a62535164463e473491b6d4349430f96466e9e2132af3fa62f 
deb0b28e72150db07cc9c2f5efc8f26a3be022c81c7544317a5717566a4c0302 
9b52277574e9b452d2bd77d3f1d6cc3084ec523057eb19ab26d34bf349e6d6b0 
363b7bfb0f4a329b67cff96d1a1d888f99da44cae2d6f7b24e8b45a76b39a5f2 
09448d9ba61f5c4d8ee1698cdadf398cbf97000a239c43c95972693b1a9311c8 
a12996bdaebedda249f081f64b77ab3495efe6fe0a8bb97b34e3df8f3441e1a3 
d2d1330276c08fc919cf493252c466c6b5a4770b87ed091366f896ca21f39903 
c5d8a8a77399958936cef96f3c8c9d0d6c2ae89437e6d6471dfa36893180d689 
b3a3c5fdf98809a7c6d7e6db4960f084c09ee77a27da1c79a7ac0489ae209f1b 
dded1282a5b8ead7df21c9286614d5b1d3a5577a16913f9345a1275e82cb9f6e 



 

96e29e78b5f8e9bd5a152bad67dc4637babf1bab73c45226b831473e9b75cf57 
c065f5e4493fd5493a012f0e05ba2aa3914745e97c2ed91fbfc3d5106bc4782b 
7a4a24d8ba0761c6b4679a27805019f736096371efae08bde2fcd7c9ba261fd5 
ba3d43ae7256b9d5353ca4538736920c0371b8c29abefebed4817dc781cfdba5 
4ff413c0e5ed348d6b0d015e0b88a8872c53df89460f58c53a6948340ac0941d 
bd58160966981dd4b04af8530e3320edbddfc2b83a82b47a76f347d0fb4ca93a 
86b94a6850ee8c1a0b5ef644ce74d92ccb4ea6fb72a07e84351f1e5e8577cb32 
c1ba28fbc6ef423a172ef737579ef8b910a1d52418df3ab0eee002c7356c30e1 
602bcef0404f128c0f8ee68d644a37bb4430ba8d70939dcea814dd8cf22a97a7 
0eca55356b5736991bcd794f3798c130da6d2397b3d187590fe9fec6334994a6 
6466ca90f8e03192bfb602d5db96804a1d1ea8cdfef1b74d02e1159a63077acc 
5bd107a9a6ba977fd3336a1587e15be67d1c07466f7e5ccfc75ff729ab6dad04 
94ff20c18dd2362ed3e6ec50a370b0adddf897f346e1e9e96a0dbfb1b60ff4a6 
13056941e07612c97bca69cac8b604fb8210c9c46854ea9fcb6b133a2d700b3d 
4f495b43fd98ba035ecc1f0cbd79be32eab3a57815d802a3277f8909825ad4ff 
b9efb7f03dd571a9f913daade8ce904ffa2db84f5af494434a30282a91080f7a 
5814a714bcd70aa37d3fb5fb568fa018f23679bec114a3103dc4b5507be4f4ae 
4ddb62a27417294c1e2365bcd84012c9225e7a6b7ee9e890fb6443cbe34d7eb2 
e16cb99127628408b941d228410d63c4938fa3a88e7a4d0be9559221ac4c76a9 
2f2c4ab2eb887739c25083cbedb54b4d273fda010a91751ff9edd15bd666f93c 
8b721d87f4dec06597cc0ecb09ce47f10ddcf294e8b4b23bdf74246bce327e94 
6bd946d1eeec557901d17184c095b41de20b00dc354c6153eedd413addac65f8 
afc8fd02926a7dee0d71c8735b7f9cb5074ff7c3c4e2fa8c0cb5508b1e8170dd 
f3dc311a18bd3c048677bf5939156efd3180496e518f0160f26cc4d48cc66655 
5c32aed8b04f3a896ad51ebaeb961bd59aae97f0c767dc54e9bd81e45bd580ef 
87a53da6a5d11f803baafee08557d037a526f58238c827d45e4bd33511655d9d 
3c8f8191c6b31430e88150dd98cdf1507a479d13f41d888b00a4732da63bed3a 
2f52ca7850a1a2136c4bb4a7e7ced533aa1ddf9b840b0ed28fa1bfae2b7c3433 
7f8974bc8c06e5a9a6bca3d90fe7466545b5f2cc66ae24316bedca6a316453bf 
4cd5080792ae4b85c868e100f345e81bbdcbdd704afa37e4ad6e9cebfac33f8c 
e6624a2d326586aa94754b426178975529187fe510779f0fd18b60bd709ad9ee 
29e855ccf8cbbea24c1f69757d80608f60c6a5c114911e95bc797f9cdfb0e17a 
5397b18ce5cf38f66bfd782c8d6ef331d90597fe0fe841c60f437acfd171d61f 
d9982ee9b5115bef8e2f21c949e642187cbaab64bdbf25ceec9f109b45acd96f 
5624e6cb352c82b2c032a1018cea979f01f0cac2e552fe4d7016ced32f1cb581 
47969a9e2b8f661d335f104f0ea90a4b8bb4c3062a0d16f924d1beb1ed4969b1 
d826b3ad8b77961fd074d9dfea92d2f850b43bd144fe9134912ffcf146b09a42 
fcd622c65e374f7d7212770a65f4474fa2a683bae869116ef52cc2a2566303d5 
ee99990d4c93ea2c3cc4f3cdadc33d6eea66bdc9ae19002b80bc7ccff3563635 
e78169e642827c0e884db173db7e1025c4da77bba62804ccd0e77b9c2429a23a 
3276d2d2e41bb322134baefa4dfcc836a1a78901be0a62af060d40b8cadcd553 
eb14e6ed547411a4930034be80453841e9b474225ec3a32ddc32c01263781c67 
1942baaabca4b997d002320ab09bbec8a2b3d893e607ad42012fa2653b277b2e 
1c3d130fd8473aea8b9286732db6ff2d3762ca1a70312bfbc9a4528d86b3b093 
3be980c356d79b125f65098ad550dc461b620a94912a0396f92edef5a9b19f4c 
562e1617bc037b5d54fe84170824c948aec2b48a0864a2f374bed45dd1dd57ed 
e61d3c1e61777a1611499315d1a702a514766df9eb9c7b0c944654593d333513 
 
DLLs 
112f8cefb5aedfb0c92e7c947214b8bd4c30be5879d5f3263a7d6eeb07004d09 



 

1f4e5c2cb23475c91e215dbfb0b23daf1bb97ab8ef74360c9dc92ac74d2435a1 
6c0e63de41e14f74191fbbea4a001af4b3ad744f6138848be92e2177517ef887 
4f3ffaef0cf5a9a799d7026a547e2c9a777946709112dcbb2a0b588228016439 
6e007baa5ca82c58477c276377198cedb418226118b24a952f25c3fadad4f232 
58b5c8622958709c5dd77119420d57c33f0551c07af90821e9720d8e8bc44572 
8fd1a1076c7af1511ed8f3a5190509faed0d9ca8c018936ae542e7001c8711df 
4468edc18de42e61b64441c75aedcb15d553410d473e77fc8ae31b358acd506a 
15bcff3285cb41339b5de38526aa37a06627b05c340cea5c52cdd94e088993a7 
Ab95b4b426f1a6041cf3daea61c77527deb9f804ca74d738abb1121c9fd3c134 
344caa45ec270f9956df025464304784b691be5c5f72499106feed282ef9da4c 
c8aa5d58a3acd80e2175e8ed1b3a685ee0410ba1c528eab5c9204006a4033f48 
 
JS stage 1 
9aed17deae25608c23d7e0e8a9f9bf5061a705019bfa476830d7b28bf19ac1d5 
F7e358e76a13a9f067f3e86ad65953286ca784dbda9bcb5e6c628308cd2f7c01 
Be7c1fe502940405a9647aaedb888eccae68fb13bbd8f158a920b1555bf8ba1e 
59760c50765a9034ea5d8e9c91369d8ddb5de08c32cf5b06fabc65e78af6d229 
a033006aab7f61c580de6ec556512d4b351bb66c95ae316dd2b13febaa5995ef 
c7bc266367b277f1e9e4510a23a38fbf0bdf7a851b026a340eba3ad8c8e8a1c9 
 
JS stage 2 
1692f0758c311bc924cb4ff0fc6a3703987b8ce694cd195d002dba4fc87efa61 
 
Pluginhost 
344caa45ec270f9956df025464304784b691be5c5f72499106feed282ef9da4c 
9a11e6ae98e4e26dcc240ec3ff0cc34d99e6d3414bd4caf340fb09649e94e4bd 
 
Managed plugin - exchgrabber: 
debc098cf697ed2973b9cc145e579de9d90a283565f72654349ac55e22674265 
 
Managed plugin - systeminfo: 
d23d414488d7a05b204b66cdfffbd6a933f220d3c075ca2ad6ddd78435a6a85a 
 
Registry keys 
HKCU\Software\ApplicationContainer\Appsw64\ServerUrl 
HKCU\Software\ApplicationContainer\Appsw64\ShimV4 
HKCU\Software\ApplicationContainer\Appsw64\SetupServiceKey 
HKCU\Software\Win32Registry\LocalApplicationData\WatsonAPI 
HKCU\Software\Win32Registry\LocalApplicationData\Modulei386 


