
1.	 PHISHING-RESISTANT MULTI-FACTOR 
AUTHENTICATION (MFA) 
Traditional MFA can be easily bypassed, so 
phishing-resistant MFA (such as FIDO2) is now 
essential. Well-implemented phishing-resistant 
MFA often stops attackers at the perimeter. 

2.	 ENDPOINT DETECTION & RESPONSE (EDR) 
When tuned and monitored, EDR is our fastest 
path to understanding attacker behavior. Weak 
or incomplete coverage leaves blind spots. 

3.	 PRIVILEGED ACCESS MANAGEMENT (PAM) 
PAM slows down attacker escalation and provides 
audit trails. Without it, privilege escalation is  
trivial and blast radius expands exponentially. 

4.	 CENTRALIZED LOGGING & RETENTION (SIEM)
Centralized logs are an investigator’s backbone 
when combined with thorough EDR coverage. 
Missing, incomplete or short-retention logs 
cripple response speed and accuracy. 

5.	 PATCHING & VULNERABILITY MANAGEMENT 
When patching is mature and timely, we see far 
fewer preventable intrusions and unauthorized 
access incidents. 

6.	 EMAIL SECURITY & PHISHING PROTECTION 
Phishing is the #1 intrusion vector. Strong controls 
eliminate entire attack paths; weak controls give 
attackers easy entry. 

7.	 ASSET INVENTORY & VISIBILITY  
(IT, OT, CLOUD)  
You can’t investigate what you don’t know exists. 
Missing inventory wastes time and lets attackers 
hide in shadow IT. 

8.	 NETWORK SEGMENTATION,  
ACCESS CONTROLS 
Segmentation provides natural containment 
boundaries. Without it, lateral movement 
becomes trivial and compounds risks to data. 

9.	 IRP PLANS & TABLETOP EXERCISES 
Practiced teams respond faster and more 
cohesively. Without rehearsals, chaos compounds 
incident damage. 

10.	 DATA CLASSIFICATION & MANAGEMENT 
When data is classified, we can quickly assess 
exposure and regulatory impact. Without it, extra 
time is consumed to find fundamental answers. 

11.	 OFFLINE, SEGMENTED, TESTED BACKUPS 
Tested offline backups remove leverage from 
ransomware actors. Unsegmented or untested 
backups often fail when needed most.
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